HATS Installation Instructions

Windows 7/8 Installation Procedure:

1. Make sure that Java 7 or 8 is installed on the system. On Windows, only a
JRE is required. Java can be downloaded directly from here:

http://www.oracle.com/technetwork/java/javase/downloads/index.html

2. Download the following file for the local service:

https://cuts-dev.isi.edu/HATS.zip

3. Extract the file by right-clicking on it and selecting “Extract all”.

4. In the extracted directory, right click on the file “run-cuts-server.bat” and
select “Create shortcut” from the context menu.

5. Right-click on the newly created shortcut “run-cuts-server.bat — Shortcut”
and select “Cut” or “Copy” from the context menu.

6. Navigate to the correct startup folder (note for Windows 8: You must be on
the Desktop and not in the Metro Ul):
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a. Hold down the “Windows” key on your keyboard and hit the “r” key.

Type “shell:startup” in the text box and click OK.


http://www.oracle.com/technetwork/java/javase/downloads/index.html
https://cuts-dev.isi.edu/HATS.zip
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b. If you do not have a Windows key, or cannot otherwise pull up the
run dialog, then you can navigate to the proper folder via My
Computer/Windows Explorer. The correct folder is found in the
current user’s home directory on the OS system drive, for example:

C:\Users\Mike\AppData\Roaming\Microsoft\Windows\Start
Menu\Programs\Startup

7. You should now have an open, focused window with the path:
\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\Startup

a. Paste the shortcut file into this directory using a right-click->Paste or
ctrl-v keystroke combination.

8. The server will now start whenever this user is logged in. You can also
execute the server directly by double-clicking the shortcut. Do this now to
launch the server for the first time and verify that it runs correctly. Note
that it can take up to a minute (depending on the system) for the server to
initialize the first time it is run. You may need to confirm a dialog prompt
that asks if you are sure you want to run this program, and also a dialog
that asks if you want Windows Firewall to allow Java to accept connections.
Answer Yes to both dialogs, if necessary.



9. If the server starts successfully, you should get a pop-up notification and
icon in the system tray.
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Service started.
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10.You can right-click on the system tray icon to open the server log or stop
the server. If you do not see any ERROR type messages in the log, then
everything is working fine.

CUTS Service Log E\@

2015-04-10 13:04:12,399 INFO Mapped “{[/olocklists/blacklistdid}] methods=[DELETE] params=[headers=[],consumes=|],produces=]cust|{~|

2015-04-10 13:04:12 399 INFO Mapped “{/blocklists/blacklist], methods=[GET || HEAD] params=[] headers=]] consumes=|[] produces=[appli
2015-04-10 13:04:12 400 INFO Mapped “{/blocklists/blacklistiid}] methods=[PUT] params=]|] headers=|],consumes=[application/json:chars
2015-04-10 13:04:12 401 INFO Mapped “{/blocklistsiwhitelist], methods=[GET || HEAD] params=[] headers=]] consumes=|[] produces=[appli
2015-04-10 13:04:12 402 INFO Mapped “{/blocklistsiwhitelisti{id}] methods=[PUT] params=|] headers=|],consumes=[application/json:chars

2015-04-10 13:04:12 402 INFO Mapped “{/blocklistsiwhitelist], methods=[POST] params=|] headers=]],consumes=[application/json;charsets

2015-04-10 13:04:12,402 INFO Mapped “{[/blocklistsiwhitelist{id}], methods=[DELETE] params=[] headers=],consumes=|],produces=]],cust

2015-04-10 13:04:12 403 INFO Mapped "{fobsenvations] methods=[POST], params=[] headers=[,consumes=[application/json;charset=UTF

2015-04-10 13:04:12,404 INFO Mapped "{[/network], methods=[GET || HEAD],params=[],headers=[,consumes=|], produces=[application/json
2015-04-10 13:04.12, 404 INFO Mapped “{/nelwork],methods=[POST], params=|[],headers=[],consumes=[application/json;charset=UTF-8] pr
2015-04-10 13:04.12, 405 INFO Mapped “{/passwordsiid}] methods=[GET || HEAD] params=[],headers=][],consumes=|],produces=[applicati
2015-04-10 13:04.12, 406 INFO Mapped "{/passwords] methods=[GET || HEAD],params=|],headers=|],consumes=[],produces=[application/j
2015-04-10 13:04.12 406 INFO Mapped “{/passwords] methods=[POST],params=[], headers=[,consumes=[application/json;charset=UTF-§
2015-04-10 13:04.12,408 INFO Mapped “{/scripts] methods=[POST],params=[],headers=|],consumes=[application/json;charset=UTF-8],pro
2015-04-1013:04.12, 408 INFO Mapped “{[/scripts] methods=[GET || HEAD],params=[],headers=[,consumes=[],produces=[application/json,
2015-04-1013:04.12, 409 INFO Mapped “{[luser] methods=[GET || HEAD],params=[], headers=[,consumes=]] produces=[application/json;ch
2015-04-1013:04.12 409 INFO Mapped “{Jluser], methods=[POST] params=[], headers=]],consumes=[application/json;charset=UTF-8] produ
2015-04-10 13:04:12 410 INFO Mapped “{[Juseractions] methods=[GET || HEAD] params=[] headers=]],consumes=]] produces=[application
2015-04-10 13:04:12 410 INFO Mapped “{[/web] methods=[FPOS5T],params=]] headers=[],consumes=[application/jsan;charset=UTF-8], produ

2015-04-10 13:04:12 411 INFO Mapped “{[/web] methods=[GET || HEAD],params=|[],headers=[,consumes=|] produces=[application/json;cha

2015-04-10 13:04:12 412 INFO Mapped “{[iwekalfid}] methods=[GET || HEAD],params=|] headers=|],consumes=]] produces=[application/jso

2015-04-10 13:04:12 412 INFO Mapped “{[/weka] methods=[GET || HEAD] params=]] headers=[] consumes=|] produces=[application/json;ch=

2015-04-10 13:04:12 412 INFO Mapped “{[/weka], methods=[POST] params=]|]headers=]] consumes=[application/json;charset=UTF-8] prod
2015-04-10 13:04:12 413 INFO Mapped “{[/certificates] methods=[POST] params=]]headers=[] consumes=[application/json;charset=UTF-8]

2015-04-10 13:04:12 414 INFO Mapped “{[/certificates/{id}] methods=[PUT] params=|],headers=[] consumes=[application/json;charset=UTF-
2015-04-10 13:04:12 414 INFO Mapped “{[/certificates/{id}] methods=[GET || HEAD],params=[] headers=[],consumes=|[] produces=[applicatid
2015-04-10 13:04:12 414 INFO Mapped “{[/certificates] methods=[GET || HEAD],params=][] headers=[] consumes=|] produces=[application/js

2015-04-10 13:04:12 539 INFO Looking for @ControllerAdvice: WebApplicationContext for namespace "cuts-senvlet: startup date [Fri Apr 10
2015-04-10 13:04:12 592 INFO Looking for @ControllerAdvice: WebApplicationContext for namespace "cuts-senvlet: startup date [Fri Apr 10
2015-04-10 13:04:12 643 INFO Blacklist update background thread started with interval: 3 minutes

2015-04-10 13:04:13,574 INFO Loaded 6532 whitelist records into local database in 654 ms

2015-04-10 13:05:25, 807 INFO Loaded 270021 blacklist records into local database in 72227 ms

2015-04-1013:05.25,862 INFO FrameworkServiet 'cuts”, initialization completed in 77797 ms
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Mac OS 10.7 or greater Installation Procedure:

1. Make sure that Java 7 or 8 is installed on the system. On Mac OS, a DK is
required. The JRE is NOT SUFFICIENT, so make sure you download a JDK.
Java can be downloaded directly from here:

http://www.oracle.com/technetwork/java/javase/downloads/index.html

2. Download the following file for the local service (note that the Mac and
Windows distributions are different, so be sure you get the proper file):

https://cuts-dev.isi.edu/HATS.tgz

3. Locate the downloaded file in Finder and double-click on the downloaded
HATS.tgz file to extract it.

4. Drag the extracted HATS application to the Applications folder in Finder.
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http://www.oracle.com/technetwork/java/javase/downloads/index.html
https://cuts-dev.isi.edu/HATS.tgz

5. Double click the HATS application in the Applications folder of Finder to
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“HATS" can't be opened because it is from
an unidentified developer.

Your security preferences allow installation of only

apps from the Mac App Store and identified
developers.

Firefox downloaded this file today at 2:29 PM.

You will need to right-click on the application icon in the Applications folder
in Finder and select Open from that menu. You should then see the
following:
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If the server starts successfully, you will see the HATS icon on the dock, and
there will also be a small HATS icon on the notification bar in the upper
right of the desktop. You can click on this notification icon to view the log
or stop the server.
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Similar to the Windows installation, if you don’t see any errors in the log
then the system is running properly.



@ Finder File Edit

View Go Window Help

2015-04-10 14:13:31,708 INFO
2015-04-10 14:13:31,709 INFO
2015-04-10 14:13:31,710 INFO
2015-04-10 14:13:31,711 INFO
2015-04-10 14:13:31,712 INFO
2015-04-10 14:13:31,715 INFO
2015-04-10 14:13:31,718 INFO
2015-04-10 14:13:31,720 INFO
2015-04-10 14:13:31,721 INFO
2015-04-10 14:13:31,722 INFO
2015-04-10 14:13:31,725 INFO
2015-04-10 14:13:31,728 INFO
2015-04-10 14:13:31,728 INFO
2015-04-10 14:13:31,734 INFO
2015-04-10 14:13:31,735 INFO
2015-04-10 14:13:31,737 INFO
2015-04-10 14:13:31,739 INFO
2015-04-10 14:13:31,739 INFO
2015-04-10 14:13:31,741 INFO
2015-04-10 14:13:31,742 INFO
2015-04-10 14:13:31,742 INFO
2015-04-10 14:13:31,744 INFO
2015-04-10 14:13:31,745 INFO
2015-04-10 14:13:31,746 INFO
2015-04-10 14:13:31,748 INFO
2015-04-10 14:13:

2015-04-10 14:13:31,751 INFO

2015-04-10 14:13:31,752 INFO

2015-04-10 14:13:31,753 INFO

2015-04-10 14:13:31,753 INFO
3

2015-04-10 14:13:31,917 INFO
2015-04-10 14:13:31,967 INFO
2015-04-10 14:13:32,296 INFO

Mapped "{[/state],methods=[POST],params =[],headers=[],consumes=[application/json;chal
Mapped "{[/interaction],methods=[POST],params=[],headers=[],consumes=[application/jso
Mapped "{[/blocklists /(blacklist],methods=[GET || HEAD],params=[],headers=[],consumes=
Mapped "{[/blocklists /blac methods=[POST],params=[],headers=[],consumes=[applici
Mapped "{[/blocklists /blac d}],methods=[PUT],params =[],headers=[],consumes=[apg
d}],methods =[DELETE],params=[],headers=[],consumes=[
].methods=[GET || HEAD],params=[],headers=[],consumes =
].methods=[POST],params=[],headers=[],consumes=[applici
d}],methods =[PUT],params =[],headers=[],consumes=[apg
Mapped "{[/blocklists fwhitelist/{id}],methods=[DELETE],params =[],headers =[],consumes =|
Mapped "{[/observations],methods=[POST],params=[],headers=[],consumes=[application/j
Mapped "{[/network],methods=[GET || HEAD],params=[],headers=[].consumes =[], produces
Mapped "{[/ network],methods=[POST],params =[],headers=[],consumes =[application/json:c
Mapped "{[/ passwords /{id}],methods=[GET || HEAD],params=[],headers=[],consumes=[].pn
Mapped "{[/passwords],methods=[GET || HEAD],params=[],headers =[],consumes=[],produc
Mapped "{[/ passwords],methods =[POST],params=[],headers =[],consumes=[application/jso
Mapped "{[/scripts],methods=[POST],params =[],headers =[],consumes=[application/json;ck
Mapped "{[/scripts].methods=[GET || HEAD],params=[].headers=[].consumes=[],produces=
ET || HEAD],params=[],headers=[],consumes=[],produces=[aj
Mapped "{[/user],methods=[POST],params=[],headers=[],consumes=[application/json;char
Mapped "{[fuser/actions],methods=[GET || HEAD],params=[],headers=[],consumes=[],prod
Mapped "{[/web],methods=[POST],params=[],headers=[],consumes=[application/json;char:
Mapped "{[/web],methods=[GET || HEAD],params =[],headers =[],consumes =[],produces=[ar
Mapped "{[/weka/{id}],methods=[CGET || HEAD],params=[].headers=[],consumes=[],produce
Mapped "{[/weka].methods=[GET || HEAD],params=[],headers=[],consumes=[],produces=[z
Mapped "{[/weka],methods=[POST],params =[],headers=[],consumes=[application/json:cha
Mapped "{[/certificates /{id}],methods =[GET || HEAD],params =[],headers=[],consumes=[],pr
Mapped "{[/certificates],methods=[GET || HEAD],params=[],headers=[],consumes=|
Mapped "{[/ce ates],methods=[POST],params =[],headers=[],consumes=[applicati
Mapped "{[/certificates /{id}],methods =[PUT],params=[].,headers=[].consumes =[application;
Looking for @ControllerAdvice: WebApplicationContext for namespace 'cuts-servlet”: start
Looking for @ControllerAdvice: WebApplicationContext for namespace 'cuts-servlet”: start
Blacklist update background thread started with interval: 3 minutes

FrameworkServlet 'cuts": alization completed in 20040 ms
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7. In order to set the server to run automatically after the user logs in, right-
click on the HATS icon on the dock. Select Options->Open at Login and
verify that it is checked.

Keep in Dock
v Open at Login

Show All Windows Shou i Eirdar

Hide

Firefox Extension Installation Procedure:

These instructions are applicable for both Windows and Mac OS.

1. Download the following file:
https://cuts-dev.isi.edu/hats-extension-1.0.xpi



https://cuts-dev.isi.edu/hats-extension-1.0.xpi

2. Locate the downloaded file in Explorer or Finder, and simply drag it onto an
open Firefox window. Follow the prompts, and allow Firefox to restart.

3. Once Firefox is restarted, you can browse with HATS enabled provided that
the local server is running. If the server is not running, you will get a dialog

box like the following:

HATS Server Error @

The HATS server cannot be reached due to the following error:

The connection was refused - code: 804b000d
Disable HATS

The extension will then be disabled by default. To re-enable it, ensure the
local server is started and then click the HATS icon in the toolbar of the

extension:

B & nhitps//myyahoo.com
- | LD
HATS

Upon success, the icon will change to a color representation and you should

see the following message:

B & https:/ Sy yahoo.com

- N i HATS: This web page is safe.
HATS




